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9.2 Logon to File Manager

Enter the username and password to pass authentication.

The first Screen of file Manager will display and help users to understand the possible
options and to perform file management. There are 4 Main Menu in the File Manager
screen: CurrentDir, Upload, Setting, and Logout. There are also short-cut icons below

the main menu, like Main, Home, Reload Page, Delete Current Folder, and Create New
Folder.

Current Dir Upload Setting Logout
‘C\}ljﬁ X"l + Share: |h0me 'I Selectl User: admin

Current Path: main

# |Name ‘SIZE |Owner Last Modified |Perm|55|on
1 [ home - root 2008/05/12 14:58:12 Edeact |
2 [ hublic = root 2008/05/09 14:55:39 EditACLl
3 = admin 2008/05/13 14:03:12 EditACLl

User’'s Manual



| SAS / SATA Il NAS System

9.3 Directory and Upload Function

or deleting the share itself, is not permitted. This must be done in

@\— NOTE: Operations in the main Share folder, such as changing ACL
- Share Manager in proNAS GUI.

Current Dir — Shows possible options that can be done in the current directory.

Logout

|Owner

- root
2 (7 bublic = root
3 [ test G admin

Create New Dir

Current Dir:
mnt/proMASitestitest

New Dir Name :

Submitl Cancell
¢ Chmod — Allows user to change the file access permission on the current directory.
Chmod Dir
Current Dir:
ImntfproMAStestitest

Chmod (000~777) :

Suhmitl Cancel |

¢ Rename — Allows user to rename the current directory.

Rename Dir

B

CurrentName:
ImntiproMAShestitestfolder

New Dir Name :

Submitl Cancel |
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+ Delete — Allows a user to delete the current directory.

Warning!

£y Are you sure you want to do this? Itis not

recoverablel

o]

SAS / SATA 11 NAS System

+ Permission — Allows user to change the Access Rights of different users on the

current directory.

Access Right
Current Dir:

Current Node:

Permission:

mntfproMASitestitestfolder

Owiner: undefined Group: undefined undefined

Type
admin
tester

alll

$e 6 6 b

users

Name NoAccess Read Write
r 2 W ]
r 2 2 o]
O |2 2 ]
r 2 2 [

Apply ACLl Suhmitl Cancell

Delete

Upload — An option used to upload a local file into the current directory. Use the
“Browse” button then select the file to upload.

Upload
Current Dir;

mnt/proMA Shtestitestfolder]

[ overwrite if the file is existed

WWARNING: The upload size shou

Browse... |

Id be limited in 1GB.

Submit | Cancel |

WARNING! The file size to upload should not be greater than 1GB.
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9.4 User Access Right and Group Access Right

A user who is the owner of the share can grant access permissions to other users or
groups listed in the Permission list.

Access Right

Current Dir:
fmntiprotASitesttestfolder
Current Node:

Permission:
Owiner: undefined Group: undsfined undefined

Type Name NoAccess Read write Delete
adrmin I

=
&l

tester

KU
KU
H EH = =

$e b 6 &

-
alll i
-

users

&y
&y

AppIyACLl Submitl Cancell

After changing the Access Rights, click the “Submit” button. The ACL will be saved and
updated only in the current directory or sub-folder. To update other directories or sub-
folders below the current directory, use the “Apply ACL” button. This will propagate the
current ACL to the ACL off all files and sub-folders below. To cancel any changes, click

the “Cancel” button.

9.5 Change Password and Logout

Setting — Allows a use to change his/her password.

Change Password

User:
admin

Mewi Password:

Retype Mew
Fassword:

Submitl Cancel |

\ | NOTE: The password must be at least 6 characters in length.

> 6

Logout - Allows a user to logout from the current session of File Manager.

Warning!

A\ Areyou sure to logout?
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Chapter 10 proBackup

10.1 Introduction to proBackup

proBackup provides end users a friendly Java GUI that makes versatile backup functions
available to general users. They can easily backup and restore their files to and from
proBackup storage device, and they do not need to install proprietary software in their
machines. It is also simple to setup a proBackup storage for a company or an
organization, even for non-I1T-pro person.

10.2 Administrator Logon

The administrator account, admin, can login to proBackup. In proNAS Manager, admin
can also assign other privileged users to become member of the proBackup group. Only
admin and members of the proBackup group can login to proBackup and perform
proBackup functions.

Before admin or
proBackup user can login
to proBackup Java GUI,

the prOBaCkup SerVICe Infarmation rUpgrade rRepnn Time Serial Ports rPnWer rRehnnt
mUSt be Started |n © prokiAS Enahble On Boot | Service Name | Status
Service tab of System O i wraon e " ing
NFS senices Running
System Manag "
Manaaer. In uick Network Manager B proBackup service Quick Configuratio || Running
X 9 i Q ggﬁ;fﬁ“'&;;‘::g:?” ——— IP ofRuTx backup streams :22223
Conflguratlonf Setup the © Log Manager || Portof ReTxhackup streams [lose ] Running
1] NAS_Device_Manager St o
IP of Rx/Tx backup e — e
Streams" tO the - Save | | Cancel 2:22223
proNAS IP add ress [] proBackup sermice Stopped
. [m] profAs HA service Stopped
that will be used as the
channel for proBackup.
The “Port of Rx/Tx
backup streams” is set

to 1089 by defaUIt If Start Quick Configuration Stop All Services | Start All Services
this port is already used,
assign another port.
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After setting the Quick
Configuration options,
start the proBackup
service. When the
proBackup service is in
“Running” status, login
to proBackup Java GUI
can be done. The
default Logical Volumes
proBackup Device
and proBackup
Extended Device will
also be created.

To login to proBackup
java GUI, open web
browser then type the
proNAS IP address.

NAS Manager (Java Web)

File Manager

b

WARE

Click the proBackup icon on the lower right side of the page.

The proBackup page will
be displayed. Click “Start
Java Web”.

Enter the login account and password.

ool

L Backup

START

Java Web Browser

o)

WARE

B LoGoN

Logon D

|admin

Paszsword

|

| Canfirm || Cancel |
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NOTE: All the backups of an account are lost forever if it is deleted.
Please make sure of such action before doing it.

NOTE: It is advised that only the organization privilege persons
can assume the role of administrator since it can restore all others’
data, which may contain sensitive information.

The proBackup Java GUI Welcome screen will be displayed. You can view the recent
proBackup operations and existing backup plans in the Welcome screen. To learn about
proBackup release version, click the About tab.

[ I
“Welcome | About

proBackup

=101

. profAS

Flan Manager Recent Activilies 10 =

adrmin | Plan Name | Start Time | End Time

I Summary |

Flan List

Mame Used Siz.. Created Effective

Expired State

Create Plan Backup Wizard

|Applet running...

Restare Wizard
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10.3 Create Backup Plan

To create backup plan, either click the “Create Plan” button in the proBackup main
screen or click the “New” button in Plan Manager.

SER
proBackup Welcome | About
@ provas o
Plan Manager Recent Activities 10 -
admin | Plan Marre | Start Time | End Tirme | Summary ‘
Flan List
Narme Used Siz... Created Effective Expired State

Create Plan Backup Wizard Restore Wizard

|Applet running...
=1l =]
proBackup Plan List
@ pronas
Plan Manager
e | Mame | Used Si. | Created | Effective | Expired | State |
|Applet running...
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The General tab of Plan Manager will be displayed. Fill in the required fields. Some
information about Local Host and proBackup Server are also shown.

=i
proBackup “General | Schedule Histary
@ orohAs
Flan Manager Plan Mame EUIpESE
admin I b

[¥] Compressed

Backup Entry Home Directory Merno
[ [ i
Backup File/Directary Entries
I L]
Local HostIP 192.168.99.123 Status A
Local Host FQDM cantroller Created By admin
pro-Backup Server IP 192 162.99.125 Created Date May 16 2008
pro-Backup Server FADN  praNAS
: Refresh Enable LCelete Run | Edit ‘ Save Cancel

:Ahplel runn.ing...

The Configuration options:

Plane Name — Enter the backup plan name.
Compressed — If checked, the backup will be in compressed format.
Backup Entry Home Directory — Click the “...” button then select the directory
when data will be backed up.

¢ Backup File/Directory Entries — Click the “...” button. Select the files and/or
directories to be backed up then click “>>" button to add them to the backup list.
Click “OK” to go back to General tab.

=
LaakIn ||j My Documents |" @ |_ L

] aa-scraphooking Backup List

[ Batch programming - scripting

[ Customers-Docs El
=] meeting minutes 23Mar-2Apr

3 My eBooks E

[ My Music
K1 [»]

File Mame: | |

Files of Tyae: !AII Files |v|

¢ Purpose — Enter additional information in this optional field.
¢ Memo — Enter additional information in this optional field.
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After completing the necessary information, click “Save” button. The Backup Plan will be

saved.

pruBackup vld __ I

proBackup
@ pronas
@ Plan Manager
testt
admin

\Applet running...

History

“General | Schedule

=lolx]

Plan Marme
test!

[V Compressed

Backup Entry Home Directory
di/personalhty Documents!

Backup File/Directory Entries

H_ternp_testxls; DNF-BB3143.64, dnflests b, [ |

Local Host [P 192.168.99.123

Local Host FQDM caontroller
pro-Backup Setver IP 192.168.99.125

pro-Backup Servet FAON  probAS

Furpose

ortesting

Mermo

my test
Status Effective
Created By admin

Created Date May 16 12:25 2008

Remestl | [ Enabte || oelete |[ mun [ Eat |[ sae ||

Function buttons in the General tab.

Refresh — Refresh the information about the current backup plan.

Enable — Activates the backup plan schedule. When enabled, a “Disable” button

will appear which can be used to deactivate the backup schedule.
Delete — Deletes the current backup plan.
Run — Execute the backup plan immediately.

Edit — Use this to change settings in the backup plan.
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To add schedule in the Backup Plan, click the “Edit” button then select Schedule tab.
Configure the Schedule options then click “Save” when done.

=loi=]
proBackup General [ Schedule | History
@ proras ==
@ Filan Manager Slatbate bl 2000 |
test! RUM At 000 AN ‘T:
admin —_——

Expired Date NiA ‘l

May June
Sun Mon| TueWed Thu Fri | Sat) Bun| Mon| Tue|Wed Thul Fri |Sat

112 5| 6|7
11 [12]13 14
18|18 20 |21
252627 |28

4 5|6 |7 [8]8
{42 13 [14 [15]16 |17
18 (19 (2021|2223 |24
25 |26 27 |28 (29|30 A

Full Backup Differential

Howy often fo take a backup? |T | (Days/Per-round)

|
A cycle begins with a full backup and fallows |3 | rounds of differe
Haow many recent cycles of backups are persenved? |3 | L

—_—
| Preview Sche ‘

it | Sawe || Cancel |

Applet running...

Schedule options:

¢

Start Date — The starting date when the backup will be done. This usually
defaults to the current date. Click the “...” button. A calendar will be displayed. To
change the Start Date, select a new date in the calendar.

Run At — The preferred time to run the backup. To change the Run At time, click
the pull-down arrow then select the preferred time.

Expired Date — The ending date for the backup. To change the Expired Date,
click the “...” button then select in the calendar the preferred last date of backup.
How often to take a backup? (Days/Round) — The number of days that will
pass before a differential backup will be done.

A cycle begins with a full backup and follows rounds of differential
backup — Enter the number of differential backups that will be made before
starting a new full backup.

How many recent cycles of backups are preserved? — Enter a number which
is the total number of backup cycles that will be preserved. A backup cycle starts
with a full backup and ends with the last differential backup before the next full
backup. When the number of cycles in a schedule has been reached and a new
cycle is started, the oldest backup cycle will be automatically removed.

Preview Schedule — Click this button to update the calendar schedule.

» Full Backup — archival backup; all files are copied to a backup storage
device

» Differential Backup — backup only the data files that have been modified
since the last full backup

Click “Save” to update the schedule settings. Then click “Enable” to activate the backup
schedule.
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The History tab shows a log or list of operations that have happened in proBackup such
as backup or restore operation. To delete an entry in the history list, select the item in
the list and click “Delete”.

=il
proBackup General Schedule History
@ nronas
.PIanManager ‘ Summan | Start at | End at | Executed... | Size(MB) | Operation |
test] Succeeded!  May 1613:39 .. May1613:392. proScheduler 0.7 hackup
admin

|Applet running...

To view detailed information about the backup, double-click the item from the History
tab.

Bocotoniognetal i
Summary Succeeded! Skip Entry 0 Lag details
Start At Wy 16 13:39 2008 Tar Entry 5
End At May 161338 2008 Tar LenothiME) 172 LHDQJ
Candidate Entry 5 Archive Length(ME) 0.7
Search
Exclude Entry o] Increamental Rate 100 %
Ahored Entry i Compress Rate 93.3% Restore
Archive Path imntiprobASiproBackupDevice/arc/1 210911 936224121091 6344624 tar ozip
Message

“Log details” is used to display detailed information about the execution process.
“Error log” will display errors that happened during the execution process.

“Search” will allow you to search for a string currently displayed in the Message screen.
“Restore” will allow you to restore a backup.
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Another alternative to do backup or restore is to use the Backup Wizard and the Restore
Wizard. Click proBackup in the left tree node. The Welcome screen will be displayed
where the Backup Wizard and Restore Wizard can be used.

proBackup w14 .

proBackup
@ pronas
@ Flan Manager
test
admin

Applet runﬁ‘inq...

“Welcoma | About

=101

Recent Activities 10 -
| Flan Mame Start Time End Time Summary
test hay 16 15:53 2008 May 16 15:59 2008 Succeeded!
testl May 16 15:27 2008 May 16 15:27 2008 Succeeded!
testl May 16 1339 2008 May 16 1339 2008 Succeeded!
Flan List
Marnge Used Siz... Craated Effective Expired | State |

test! |

1.3

|May1612:25 2.

May 16 2008 | June 182008 |  Effective |

Create Plan

Backup Wizard

Restore Wizard
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10.4 Restore Backup

To restore a backup, double-click the backup item from the History tab. The Execution
Log Detail window will appear.

S = E
Summary Succeeded! Skip Entry i Log details
Start At Nay 16 13:39 2008 Tar Eniry 5
End At Way 16 13:38 2008 Tar LengthiME) 132 Lrlug]
Candidate Entry 5 Archive Lenath{ME) o7
Search
Exclude Entry il Increamental Rate 100 %
Ahorted Entry 0 Compress Rate 33 % Bestore
Archive Path ImntprofASproBackupDevicefarci1 210911936224 1210916344624 tar.ozip
Message

Click “Restore”. Then input the destination where the data will be restored. Or click the
“Browse” button then select the destination directory or folder where data will be
restored. Click “Ok” to start the restore process.

[ x|
E Flease inputwour destination to restore.

| Erowse |
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10.5 Account Detail

Under Plan Manager, click the account name to view information about the account.

ioix
proBackup Account Detail

@ pronas
@ Fian Manager Login D PR
test1
i Status

Account Marme W

Quota 10 ME
Taop 3 space usages

Plans Gwned 1 Rlieh ¢ o
Flan Mame |[Used Size (. Local Used

Total Used Size(MBy 1.3 testt 3

Local Used Size(MB) 1.3

Recent Activities |5 -

Flan Mame Operation Start Time End Time Summary
testt hackup hay 16 15:59 2008|May 16 15:53 2008 Succeeded!
testl hackup hlay 16 15:27 2008 May 16 15:27 2008 Succeeded!
testt restore May 16 15:18 2008|May 16 15:18 2008 Succeeded!
testl restare hiay 16 15:01 2008 May 16 15:01 2008 Succeeded!
testt hackup hlay 16 13:39 2008 |May 16 13:33 2008 Succeeded!
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Chapter 11 proNAS HA (Optional Function)

11.1 Introduction to proNAS HA

proNAS HA (High Availability) provides solution for business continuity with automatic
failover which ensures that should a critical server become unavailable - due to failure
or maintenance-related downtime — a replica will immediately provide all services in its
place without the need for time-consuming manual procedures.

The core processes of ProNAS HA are implemented as two mutual-guarded fail-safe
proNAS services. They can be manipulated by accessing the Services tab in the proNAS
System Manager node. The dual service architecture of ProNAS HA prevents ProNAS
HA from being the single-point-of-failure of the server cluster.

When a server is down or unavailable, ProNAS HA switches the critical operations of
that server over to the peer server automatically. The switch over procedure can also
be triggered manually to handle scheduled downtime more gracefully and user
transparently. ProNAS HA can be manually instructed to switch over the critical
operations of a server to the peer server. Users can then perform upgrade, replacement,
or maintenance to the hardware and software of that proNAS server. The critical
operations of a server can be configured as auto-switch back. After those critical
operations were taken over by the peer server, ProNAS HA can switch them back to
their original active server when the active server becomes available again. Auto-switch
back ensures that the original load distribution between the two servers will be
resumed immediately when possible.

proNAS HA provides:

» Manual or auto-triggered failover to a standby server.
» Supports manual or automatic failover back to the original server when ready
» Real-time replication minimizes potential data loss

L NOTE: proNAS version 1.3.xx supports Replication of Logical
Volumes with LV capacity up to 16TB. proNAS HA also has the
same LV size limit, which means all logical volumes in proNAS
(under HA) must not exceed 16TB.

User’'s Manual



SAS / SATA 1l NAS System

11.2 Getting Started with proNAS HA

Before Configuring High Availability

Before attempting to configure two proNAS servers as a High Availability pair,
check the following requirements:

1.

Each proNAS server node must have a different and unique hostname. (It
is highly recommended to use the same NAS model.)

Each proNAS node must have at least two static IP addresses.

Must have a reliable heartbeat, private net Ethernet is required, serial
RS232 is optional.

ProNAS HA services must be started in both proNAS servers.

The maximum number of logical volumes that can be created under HA is
32.

ProNAS HA does not support logical volumes larger than 16TB. Users can
create and extend volumes larger than 16TB but this cannot be used in
proNAS HA.

Changing hostname and IP addresses when proNAS HA is running is not
allowed.

Snapshot function is disabled under HA.

Be sure there are no scheduled snapshot task enabled either on each
proNAS box.

10.ProNAS HA service cannot be started if iISCSI volume exists, Replication is

running, or snapshots exist. Make sure to remove all iISCSI volumes, stop
Replication, or delete snapshots.

Setting up a private network:

Private net is a communication channel between the two proNAS box through which
they exchange information about their states (heartbeats). proNAS supports two
private network, TCP/IP Socket and RS232 Serial Port.

To setup TCP/IP private net: Connect a dedicated network into Ethernetl adapter. You
may use a crossover cable. EthernetO serves as your public net.

To setup RS232 Serial Port private net: Connect a serial cable to either Com1 or Com2
of both proNAS nodes then configure it under the "Serial Port" tab on System Manager.

NOTE: It is recommended to use both TCP/IP and RS-232 for your
private net. Private net IP will be used for replication and RS-232
4 for heartbeat.

@l NOTE: You can setup LANO Gigabit port (ethO) as your public net;

. that is where the users access your proNAS, and also for accessing
el proNAS management GUI. Then use LAN1 (ethl) as your Private

Net.
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11.2.1 Hardware Aspect

Active server: proNAS HA server that performs cluster-protected operations.

Backup (Standby) server: proNAS HA server that can takeover the critical operations
of an active server when the active server is down or unavailable.

Private net: Private net is a dedicated channel for servers to exchange their operating
status (i.e., heartbeat message).

Types of Private Net Available:
» TCP/IP socket: Ethernet network running TCP/IP protocol. Each server must
install a dedicated IP to attach to the private net.
» RS-232 serial port: One free serial port per server. A null modem cable must be

installed to connect the serial ports of the two servers.

Public net: Public net is the paths for networked clients to access cluster- protected
resources.

Network Configuration for High Availability Pair

The following diagram illustrates the network configuration for a High Availability pair:

Public Net Private Net Private Net Public Net

RS232 Serial Ports

A — — = —— e e e EE—— E— — -

Active Server proNAS HA Resource

Virtual IP

Backup Server
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11.2.2 Procedure for Setting Up proNAS HA

Setting up a server cluster:
Below are the basic steps in setting up a server cluster:

PONR

o
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Configure the hostname for both proNAS servers (must be unique).

Configure two static IP addresses for each proNAS server.

Set up private net. At least the private net IP must be configured to start cluster.
Start proNAS HA service for both proNAS servers. You may do this under System
Manager then Services tab, highlight proNAS HA service then click Start. proNAS
HA node will then appear on the left tree after it starts successfully.

On the designated Active Server, go to proNAS HA->"General Settings".

On the "General Setting"” tab, click "Edit" button. Input the Peer Server hostname
then select "Active (local-host) — Standby (peer host) Mode" under the

Cluster mode. Click "Save".

NOTE: The Cluster Mode of Backup Server must be configured as

proFarnily
© problASA

“Standby(local host) — Active(peer-host) Mode” (see Step 10).

=100 x|

@ proMAS HA
General Setting
© Private Net
ResourceGroup Manage
° pororfieSm Log Peer Server proNasel |
MNAS_Device_Manager
Event Manager
@ prohlASE
probAS [_] Enable Reference IP Checking
MNAS Device Manager

| Computer Name

Local Server proMNASA

Reference IP

IP Address 0.0.0.0

Operation Preferences

Event Log

Level |Mormal | =

Reserved Days |30

[¥] On Server Shutdown, failover the resource groups automatically,

[ On Eerver Startup, start the cluster system automatically

Cluster Mode: [Activedlocal hosf) - Standby(peer hosf) Mode ‘Vi

Save | | Cancel

Other configuration options:

Computer Name:

Local Server: The hostname of the Active or Primary server
Peer Server: The hostname of the Backup or Secondary server
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Reference IP:

Enable Reference IP Checking — Select this option to enable reference
IP checking. A Reference IP is an IP address that the
proNAS HA service will check when the heartbeat channel(s)
between the two servers are lost. This IP will be used as a
reference point to device whether the network really has a
problem before doing failover or takeover. HA will ping the
local and virtual IP address of proNAS, and for any reason
that this fails, HA will ping this reference IP as a double
check. If ping still fails, proNAS HA will proceed with failover
or takeover. The IP of a router or any network device which
is always online can be used as a Reference IP.

IP Address — Enter the IP address of the Reference IP to check the
availability of the servers.

Event Log:

Level — Select the type of logging that will be used for proNAS HA service.
Default is Normal which shows operation processes. Other
option is Trace, which shows operation and traceable
processes.

Preserved Days — Select the number of days that the log will be
preserved before deleting.

Operational Preferences:

On Server Shutdown, failover the resource groups automatically —
When enabled, the resource groups will be failed over to the
other server when this server shutdown.

On Server Startup, start the cluster system automatically — When
enabled, the cluster system will be started automatically
when this server starts up.
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7. Back to proNAS I _oj x|
HA node, click ﬂm 2?)
"Get Peer IPs" :

proFarmily ]i
button. The IP e
proNAS HA ’ “\ﬂr E 0
General Setting
addresses of the & i | |
peer server will b T i i
H © proiias Ethemet Disable HI=5, ACHL=3, 192.168.1 _ _._7
then be displayed EAS?[;AE‘”CE—ME”EQE’ R5232  Disable HI=5 ACHL=2, idevihS0, .
- - Ven anager
in the status info & 5 - -
HAS

table. Be sure Er.zSiDewceihﬂanager Host Mode Down MNode Down

- Mode Host Mame Status P Address
that it gets the Local pranASA rode Down 172.16.0.8, 192.168.80.125
peer IP addresses! Paer proMASE ModE Down 17216010, 192 16889101
If it fails, check fResouiceiSeap

. th Name Local Status | Peer Status | Active Server Major Attrib
again e
hostname that | volums Status |
you Supp“ed In np Cluste 1 Start Cluster | Get Peer IPs I Metwork Test
step 6. - . I
Buttons:

Stop Cluster

Stop Cluster Operation.

Start Cluster

Start Cluster Operation.

Get peer IPs
the host pe

Get the IP's of the peer server and display it in

er table.

Network Test

Tool for testing network IP address (e.g ping ip)

Volume Status

volumes.

Shows the current Replication status of logical

clicking “Volume Status™.

Volume Status Example 1: All
logical volume Replications are
up to date.

NOTE: When HA is already configured and Cluster is in operation,
you can see the current replication status of logical volumes by

x

home  PrimardSecondary, UpToDatefUpToDate
1 PrimangSecaondary, UpTaDatelUpToDate
w4 PrimangSecondary, UpToDatedUpToDate
w2 PrimangSecaondary, UpToDatelUpTaDate
w3 PrimangSecondary, UpToDate/UpToDate
puhlic  Primang@Secondary, UpToDatefUpToDate
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Volume Status =

Example 2:

. . hame  PrimangSecondary, UpToDate/UpToDate
Replication of one

w1l PrimangSecondary, UpToDate/UpToDate

logical volume is 4 PrimanfSecondary, 21 4% finish: 0:21°30 speed: 3,068 (27, 868) Kiser
initializing. vz FrimarrSecondary, UpToDate/UpToDate

W3 PrimaniSecondary, UpToDate/UpToDate

public  PrimargSecondary, UpToDate/UpToDate

8. Go to Private Net node down to "Ethernet#1". Set the local and peer IP address,
check "Auto Enable on Starting Cluster" then save. Be sure not to select the
public IP (ethO IP address) for both proNAS servers.

i =101 x|

proFarmily
@ proflasa Iﬁ
© proMAS HA
General Setting facaliRaddizes |192 168.99.125 |v|
@ Private Net
Ethernet #1 Local Port Mumber 5000 |
Heiiifef::up - Peer IP Address |1 97 1620910 |v|
5 [+ I\El;\e;l Log Feer Port Number 5000 |
pro
NAS Device Manager Heartheat Interval (sacands) l sH
Event Manager e AL =
@ proASE cceptable Consecutive Heartheat Loses | 3
profas Current Status Dizahle

MNAS Device_Manager
[v] Auto Enable On Starting Cluster

: o =
| Gave | | Cancel

Private Net: Ethernet

Specify an unused TCP port for each server to receive the
heartbeat sent from the peer server. The default value is
5000.

Local/peer
Port Number

Specify the IP Addresses of the network interface cards that
Local/peer IP | constitutes both ends of the private net. These IP

Address addresses must be on a separate subnet from the public
net.

Heartbeat Specify the period of time between two consecutive

Interval heartbeats.
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Each server will keep counting and timing the heartbeats
Acceptable received from the peer server. If the number of times a
Consecutive server fail to receive the heartbeat in time exceed this
Heartbeat threshold, the peer server will be considered down or
Loses unavailable. The resource group of the peer server will be

taken over.
Auto enable This option is disabled by default. This private net will be
on starting enabled automatically when starting cluster. Add the
cluster checkmark to enable this option.

9. Configure private net "RS232#1", if you setup serial port as an additional private
net.

Private Net: RS232

To use RS232 as a private net, you need to configure Serial ports settings in
proNAS System Manager > Serial Ports tab, select either COM1 or COM2 for
proNAS-HA.

Local Serial Port | Specify an unused serial port for each server to receive
the heartbeat sent from the peer server.

Baud Rate Specify the Baud Rate of the selected serial ports.
Heartbeat Specify the period of time between two consecutive
Interval heartbeats.

Acceptable Each server will keep counting and timing the
Consecutive heartbeats received from the peer server. If the

Heartbeat Loses | numbers of times a server fail to receive the heartbeat
in time exceed this threshold, the peer server will be
considered down or unavailable. The resource groups of
the peer server will be taken over.

Auto enable on This option is disabled by default. This private net will
starting cluster be enabled automatically on starting cluster. Users can
add the checkmark to enable this option

10. Follow the same steps from step 5 to step 9 to configure your standby Backup
Server except you need to select "Standby(local host) — Active(peer-host)
Mode" as the Cluster Mode.

11. Click "Start Cluster" button.
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12. Wait until the
status of the local
and peer server
are in be standby-
standby mode
respectively. The
statuses of the
private net must
also be "Enabled
and Healthy". If
this is not the
output, check and
repeat previous
steps.

]
=

JRNAS

proFamily
& proMASA

@ proNAS HA

£ W\ 8 Q

General Setting
© Private Mot
ResourceGroup Manag
© Event Log
© prallAs
MNAS_Device_Manager
Event Manager
© proNASE
profAS

Private Net I I
| NAS-Model-name

Type | Sta... | Setting
Ethernet Enable a. HI=5 ACHL=3, 192.168.1...
RE232 Disable HI=5, ACHL=2, idewtlyS0, ...

Mode Standby

Ed
Node Standby

Host

NAS-Model-name

NAS_Device_Manager

Mode Host Mame Status IP Address

Local profASA Node Standky 172.16.0.9,192.168.99.1

25

Peer probASE Mode Standhy 17216.010,192.165.99.

10

Resource Group

Mame Local Status | Peer Status | Active Server

Majar Attrib

i valume Status ‘

Stop Cluster |

| Get Peer IFs H Metwork Test

1 []

13. Go to "Resource Group Manager" then press "Add Resource Group".

The Resource Group Manager of proNAS HA is used to manage resource
groups. Users need to configure resource groups only on one of the servers,
usually the Active server. proNAS HA will automatically synchronize the status
of resource groups between both servers. Note that users are prohibited to
create or remove resource groups unless proNAS HA are running on both
servers and at least one of the private net is functioning.

Buttons:

Add Add new resource group member. User can specify the

Resource name of the resource group. This name must be unique

Group button |for the resource groups within the cluster

Switch All This is to manually takeover the all resource groups from

Resource the peer server. Users can manually takeover resource

Groups from |groups from the peer server to perform maintenance or

Peer troubleshooting on the active server. This button will be
displayed only if resource groups are bring in.

Switch All This is to manually failover the all resource groups to the

Resource peer server. Users can manually failover resource groups

Groups to to the peer server to perform maintenance or

Peer troubleshooting on the active server. This button will be
displayed only if resource groups are bring in.
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14. Input a resource group name. You may check "Auto Switch back" or "Auto Bring
In" then click “Save”.

Resource Group Properties:

Resource Name |A unique name for identifying the resource group

Active Server The active server of the resource group

Backup Server |The peer server is automatically display

Local Status The status of the local server

Peer Status The status of the peer server

Auto-switch An option for enabling the Group to be switched back

back from the Backup server to the Target server
automatically when the Target Server is available
again.

Auto Bring In An option for enabling the resource group to be

brought in automatically when Cluster is started.

Buttons:

Bring in The selected resource group will be activated and
brought under the protection of proNAS HA. This
button is only visible if there are resource group
added.

Bring out The selected resource group will be brought out from

the protection of proNAS HA. A resource group can be
brought out of cluster to perform maintenance or
troubleshooting. This button is visible if resource
groups are brought in.

15. Click the resource group name on the left tree node then press "Add Resource".

User’'s Manual



SAS / SATA 11 NAS System

16. On the "Basic Settings" tab, input a resource name.

Resource Basic Setting:

Resource Name A unique name for identifying the resource group.
AC interval A time interval for proNAS HA to check the
(Availability Check |availability of the resource group periodically.
Interval)

AC Retry The number of times for proNAS HA to check the
(Availability Check |availability of the resource group periodically.
Retry)

Stop timeout Specify the period of time for resource startup and

stop. If a server fail to receive the heartbeat in
time exceed this threshold, the peer server will be
considered down or unavailable. The resource
group of the peer server will be taken over.

Skippable if This option is disabled by default. Basically all of
releasing resource |the resource group of the peer server will be
fail taken over when the peer server fails. Users can

add the checkmark to enable this option. The
failover will be taken even if resource releases fail.

17.0n the "IP Address Resource" tab, select the original IP address (ethO IP) for both
local and remote proNAS, enter an active IP address, active subnet mask and
then save. Active IP address is the virtual IP address.

IP Resource:

Original 1P Address |Choose the original IP Address for the local and
peer server.

Active IP Address |Type an IP Address (virtual IP) for client-end
applications to access specific resources on the
NAS Target Server.

Active Subnet Mask |The subnet mask used by the Active IP Address.
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18. Click the resource group name on the left tree node then press "Bring In". The
resource name will be brought in.

d

proFarnily
@ prolASA
© proflAS HA
General Setting
@ Private Met

© RES
© Event Log
© proMas
MNAS Device_Manager
Event Manager
@ prohASE
@ proflAS HA
General Setting
@ Private Met

O REE
© Event Log

@ ResourceGroup Mand

@ ResourceGroup Mand

@ proMAS

@ Volurne Manager
@ profASYG
Backup Manager
System Manager
Metwork Manager

@ Account Manager

@ Share Manager

Resource Name RES

Active Server

DrONASA -]
Backup Server 1Vprunl\'l{-‘§"SBV
Local Status ‘;Agn{e :
Peer Status fa-tanc.i”b-v

| Resource -
Priarity || Mame || Trpe ‘l Local St || Peer 5t ‘l Major At
1 IP-RES IP Address Artive Stand by 182168110,

Bring Out

proFamily
© proASA
© proNAS HA
General Setting
© Private Net
ResourceGroup Manag
© Event Log
© prohlas
NAS_Device_Manager
Event Manager
© prohASE
profAS
NAS_Device_Manager

[T+

£ A\ B Q
Private Net I I
NAS-Model-Name NAS-Model-Name
Type | Sta | Setting
Ethemet Enable a. H=5 ACHL=3, 192 1621 . — — —
RE232  Disable Hi=f, ACHL=2 /devittySi,
B 1 [ 5]
Host Mode Active Mode Standby
Miode Host Harme Status IP Address
Lacal profASA Mode Active 17216.0.9,182.168.99.125
Feer proMASE Node Standby 172.16.0.10,192.1658.99.10

Resource Group

Mame Lacal Status

| Peer Status | Active Server

Major Attrib...

wolume Status ‘

Stop Cluster |

” GetPeer [P's H Metwork Test
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11.3 ProNAS HA Properties

Status Properties

roFamil
F° prUNAYSA rﬁ
@ proNAS HA I
I General Setting | , ‘\ﬂr E Q | ] .I
© Private Net Private Net ! |
Risaucelitaipnag NAS-Model-Name  NAS-Model-Name
© Event Log Type | Sta | Setting
© prolas Etheret Disable HI=5, ACHL=3, 182 168.1
e RS5232  Disahle HI=5, ACHL=2, /dewtya0,..
Event Manager
@ prolASE
i Host Node Down

MNAS Device_Manager

Mode Host Mame | Status IF Address
Local prakASA MNode Dawn 17216.089,192.168.99125
Feer proMASE Made Daown 172.16.0.10,192168.95.10

Resource Group

Mame Local Status | Faer Status | Active Sarver Najor Attrib

‘ volume Status |

] Start Cluster | GetPeer|Fg I Metwork Test

Users can monitor all the resources from the proNAS HA Status Pad. Users can monitor
the status of the servers, the resource groups and the private net in real-time. The
status after the Cluster Service starts running on both servers.

The status icons in status bar and their respective meaning:

B - Active Mode
- Error Mode
- Fail Mode
= - Offline Mode

Ed - standby Mode
- Startup Mode

The private net status:

The colored lines between the servers indicate the status of the private net. Also status
is displayed in the function bar.

¢ Gray line Only one end of the Private Net is created, the other end is not yet

created.
¢+ Redline Both ends of the Private Net are established but either one of the
servers can not receive heartbeat message from the peer server.
¢ Blue line Both ends of the Private Net are established and both servers are

exchanging heartbeat messages.
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Indicators:

Users can accurately monitor the status of the system such as the License status, Private
Net, Public Net and the resource takeover/failover. When a condition occurs, the icon will
turn red. You will also see a message appear in the Event Log.

»

% o

Private Net: This icon will turn red if there's a problem with the connection of the
private net.

Public Net: This icon will turn red if there's a problem with the connection of the
public net.

Failover/Takeover: This icon will turn red during the failover or takeover scenario.

License: This icon will turn red if proNAS HA is not registered.

Host box: Display the status of Local and Peer Server

Resource Group box: Display the resource group status

Buttons:
Stop Cluster button Stop Cluster Operation.
Start Cluster button Start Cluster Operation.

Get peer IPs button

Get the IP's of the peer server and display it in the host
peer table.

Network test button Tool for testing network IP address (e.g ping ip)

11.4 Extending a Logical Volume in HA

Extending a logical volume while in cluster is basically not allowed same as in replication,

however here is the workaround.

1.

NOOAWDN

Stop Cluster

Stop HA service for both proNAS.

Abort the replication of the logical volume that needs to be extended.
Extend the logical volume on the Active server.

Removed the logical volume (the replica) on the standby server.
Start HA service for both proNAS.

Start cluster.

NOTE: The extended LV size must not exceed 16TB.
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11.5 Clear All HA Configuration

A function button “Clear All HA Configuration” is provided to remove all proNAS HA

configuration. This is located in General Setting tab.

When you clear the HA configuration, you have an option to clear all logical volume
Replication. If you don’t clear the all Replication, only HA configuration will be reset, and

all logical volumes will still have Replication.

After you clear all HA configuration and clear all Replication, you can re-configure
another HA. This is normally used when one of the proNAS servers has failed and you
want to reconfigure HA for another (new) proNAS server using the remaining proNAS

server.

IMPORTANT: Before you clear all HA configuration, make sure the

cluster is stopped (all nodes are “down’).

'I

NAS-Model-Name

1

NAS-Model-Name

Mode Diown

Mode Diown

To remove all existing proNAS HA configuration:

1. Select the proNAS node name, click proNAS HA, and select General Setting. Click

“Clear All HA Configuration”.

NAS_Device_Manager
= ity
3
@ Private Net
© ResourceGroup Manag
@ Event Log
© proNAs
Event Manager
© profAS2
© proNAS3

Computer Name

Local Server profAST
Peer Semer proMAS2

Reference IP

IF Address 0.0.0.0

Operation Preferences
Eons

[vl On &

Event Log

Level |Normal

Reserved Days 30

Cluster Mode: !Actlve(lncal host) - Standbyl{peer host) Mode =

|Edit: Clear All H& Configuration 4
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2. A warning message to clear all HA configuration will be displayed. Click “Yes” to

proceed.

A This will clear all HA cofiguration and restart MNAS service, continue?

3. A warning message to remove all replication in logical volumes will be displayed.
Click “Yes” to remove Replication in all logical volumes, or “No” to just clear HA
but replication of logical volumes still exists.

& Wiould you like to remove all replication?

e || MO ||Cance||

4. An information message will be displayed. Click “OK” to close the message. You
can verify the proNAS HA Event Log for further information.

Example of Replication
status after selecting
“Yes” to remove all

replication:

& command is executing, check the log for further infao.

proFamily
@ prolAST
NAS_Device_Manager
@ prollAS HA
@ prolAS
@ “olume Manager
@ proNASYG
hame
Iyl
I2
3
lud.
public
Backup Manager
Systern Manager
Metwark Manager
© Account Manager
© Share Manager
© Log Manager
Event Manager
@ profAs2
© proNAS3

“Volume List (Total: 6)

UsedTotal Size(ME) | 14336 / 476672 MB

Disk List (Total: 1)
MNarne
ke Dele. | Stat... Disk | Size...
Unit Size 512 | = IN_USED  fdewisda 476B36

Valurme | Size(MB) | Used Size(ME]) Rep. Enable
home 512 4 Mo
public 559 4 Mo

It 12 4 Mo
Iv2 512 4 ko
I¥3 12 4 Mo
I 5120 4 Mo

| Create Mew Volume | | Join New Disk | | Remove Disk| | ResetValume Group |
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Example of Replication
status after selecting “No”

to retain all replication: (S Canfiguration |
NAS_Device_Manager Disk List (Total: 1}
© proliAs HA Name RIRRESE Dele.. | stal. | Disk. | Size..
© prohlAS Unit Size 512 = ]  INUSED idewsda 476836
@ ‘olume Manager L
@ proNASVG UsediTotal Size(ME) @‘
home
Il .
W2 Wolume List (Total: 6}
i3 WVolurne | Size(MB} | Used Size(MB) Rep Enable
et home i 0 Yes
public pufilic 512 i Yes
Backup Manager i1 52 ] Yes
System Manager I3 512 ] Yes
Metwork Manager Iv3 i) o Yes
© Account Manager iy 5120 1] Yes
@ Share Manager
© Log Manager
Event Manager
© prolAS2
© prohAS3
| Create New Volume | | Join Mew Disk | | Remove Disk |

11.6 License Registration

To apply ProNAS HA license codes and register them to ProNAS HA users must first get
the S/N of the two servers. Forward the S/N to your local ProNAS HA provider. Then

Input the acquired License and click “Register” button. Users can now put ProNAS HA to
work.

proFamily [~
@ active
@ prablAS HA License -
General Setting
© Private Net Bt HDSODTMETS
ResourceGroup kan.

© Event Log
® Private MNet Expire Day.  4n0
® Public Met =

® Takeover / Failover
® [icense Register

@ proMAS
Cluick Setup
@ “Yolume Manager
Backup Manager
Systern Manager
Metwork Manager
© Account Manager
© Share Manager
© Log Manager
MNAS Device Manager
Event Manager
@ backup
@ prohlAs HA
General Setting
© Private MNet ||

RegourceGroup Man: ™
< I [ D]

License Key

q
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11.7 Event Log Properties

proFamily [~
@ active
© prohlAs HA Date Time Level
@ Se"i’a'NSf“'”g 200507/25 | 10:11:00 Trace  setlogger ok ||
il 200807725 | 104100 | Trace the realName s empty
[+] ResourceGroup Man;
@ Event Log 2005007725 10:11:00 Trace he realllame is empty
Event Log Histol 200507525 10:11:00 Warning  [The hostname of peer is empty. Please set it firstly. =
® Private Met 2005007125 10:11:00 Marmal  [F20777 proMAS HA Serice Running =
® Public Met = 200807/25 | 10:11:00 Marmal  [727]proMAS HA version: 7.0, installed pathiustprorAS
® Takeover / Failover 2005/07/25 10:11:00 Wigrning  [005]This prolAS HA will be expired within 30 days, plei—
® |icense 200507525 101613 Momal  |[F28]Receive the peer NIC information ok
© prohlas 200500725 | 101655 Mornal [725]Receive the peer NIC information ok
hESNbetios Hananes 20080725 | 10:22:07 Trace  setlogyer ok
Event M
® hack::” Al 2005007125 | 10:2207 | Nomnal [F200" probAS HA Senice Running =
e problAS HA 200507525 10:22:07 Mormal  |[F27]proMNAS HA version:7 0, installed pathfusrproNAS
General Setting 2005007125 10:22:07 ‘Warning |[D05]This proMAS HA will be expired within 30 days, ple
& Private Nat ||| 2000728 | 102385 | Waming [F41)Send datagram packet backug] ; Fail
Ethernet #1 2005i07/25 10:24:22 Vigrning  [741]1Send datagram packet [hackup] : Fail
R3232 # 200507/26 | 10:32:00 ivfarning  [741)Send datagram packet [backup] © Fail Ll
© ResourceGroup Man nn&smziza | 103736 Wiarning[74115ap0d datanram nacket hackual - Fail b
© Event Log [ il |
® Private Net Start Date [v7rasizong| [ |
® Public Net
® Takeover / Failover| | End Dale (07/25/2005] l:‘
| ® hd
1 il | ]

All the messages generated by ProNAS HA will be displayed in the Event Log. The
messages can help users to identify the possible reasons that prevent ProNAS HA from
operating normally.
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